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Executive Summary

The global landscape of mobile telecommunications has reached a critical inflection point where
traditional reliance on software-defined security has been rendered obsolete by the industrialization
of zero-click exploits. As of 2026, the security of a mobile handset is no longer measured solely by
its encryption protocols but by the physical isolation of its components and the jurisdictional
sovereignty of its supply chain. This transition is driven by a sophisticated mercenary spyware
market that has successfully weaponized the complexity of modern operating systems, necessitating

a return to hardware-centric defensive architectures.

This report catalogs over 70 distinct secure communication solutions across four security tiers, with
practical availability ratings, procurement guidance, and spyware resistance assessments. The
integration of post-quantum cryptography readiness and the emergence of European sovereign
devices represent significant developments in the 2025-2026 period. Key findings include the
emergence of non-persistent 'ephemeral' spyware like DarkSword, the pivotal
Motorola-GrapheneOS partnership announced at Mobile World Congress 2026, and the growing
importance of hardware kill switches as the ultimate defense against sophisticated surveillance.



Government Spyware Threat Analysis

This section provides a comprehensive analysis of the primary government spyware threats that
secure phones must defend against. The contemporary threat environment is defined by zero-click
exploits requiring no user interaction to achieve full device compromise, with exploit chains

commanding market prices between $1 million and $10 million.

Primary Spyware Threat Actors and Vectors (2024-2026)

Spyware Developer/Origin Platform Key Vector Forensic Signature
. . Zero-click Highly persistent, deep kernel
Pegasus NSO Group (Israel) i0S, Android iMessage/WhatsApp integration
Graphite Paragon (Israel) i0S i?;):h(:k via Messaging Bypasses standard Apple security
Predator Intellexa (Greece) Android, iOS | Malicious Links / One-click Evades qeteF tion via infrastructure
anonymization
Hermit RCS Lab (Italy) Android, i0S So.cml. Engineering / ISP Comprehen§1v§ data exfiltration and
Injection sensor monitoring
Android WhatsApp Image Targets Knox-enabled Samsung
LANDFALL | Unknown (2025) (Samsung) | CVE-2025-21042 devices
DarkSword | Multi-vendor (2026) {08 Jz.waScrlpt/ Compromised Nonjpemstent, resides in
Sites mediaplaybackd memory

Table 1: Primary Spyware Families and Attack Vectors (2024-2026)

DarkSword: The Ephemeral Threat (March 2026)

DarkSword represents a significant evolution in commercial surveillance technology,
demonstrating techniques previously reserved for state-sponsored advanced persistent threats
(APTs). Identified in March 2026, this iOS exploit kit is delivered via compromised legitimate
websites and utilizes a JavaScript-based chain that resides entirely in the memory of the
mediaplaybackd daemon, exfiltrating data and then disengaging without leaving a traditional binary
footprint on the device.

The technical sophistication of DarkSword is exemplified by its exploitation of multiple memory
corruption vulnerabilities, including JavaScriptCore vulnerabilities (CVE-2025-31277) and iOS
kernel memory management bugs (CVE-2025-43510). These combine to achieve a full sandbox
escape and privilege escalation in seconds. The implications for professional users are profound:
traditional indicators of compromise (IoCs), such as unusual battery drain or persistent suspicious

files, are frequently absent in these ephemeral attacks, making detection extremely difficult.

Pegasus (NSO Group, Israel)



Pegasus remains the most sophisticated and widely documented government spyware, developed by
Israel's NSO Group. It represents the gold standard of mobile surveillance capabilities and serves as
the benchmark against which all secure phone solutions must be evaluated. The BLASTPASS
exploit chain, discovered by Citizen Lab, demonstrated how Pegasus could compromise fully
updated iPhones through iMessage without the target even opening a message. Similar zero-click
capabilities have been documented for WhatsApp. Once installed, Pegasus achieves complete
device takeover: extracting encrypted messages, activating sensors covertly, accessing stored data,
and tracking location.

Graphite (Paragon Solutions, Israel)

Graphite represents the newest evolution in mercenary spyware, developed by Paragon Solutions.
Citizen Lab confirmed in June 2025 that Graphite successfully compromised fully updated iPhones
through zero-click attacks, marking the first forensic confirmation of this new threat. Meta
confirmed in February 2025 that Graphite was deployed through WhatsApp to target 90 journalists
and activists in a sustained 90-day campaign. The spyware's emergence indicates that the
commercial surveillance industry has fragmented into multiple vendors with comparable

capabilities.



Zero-Click Exploits: The Primary Attack Vector

Zero-click exploits represent the most dangerous category of mobile security vulnerabilities

because they require no user interaction to execute. Google's Threat Intelligence Group documented

75 zero-day vulnerabilities actively exploited in 2024, with the trend accelerating into 2025.

CVE/Vulnerability Attack Vector Impact Discovery
BLASTPASS iMessage zero-click Full device compromise via malicious attachment Sept 2023
CVE-2025-31277 JavaScriptCore DarkSword exploit chain component Mar 2026
CVE-2025-43510 iOS kernel memory Sandbox escape and privilege escalation Mar 2026
CVE-2025-24200 ijysplzsrs{e“““ed Mode Locked device data extraction Feb 2025
Graphite Exploit Zero-click via messaging Fully updated iPhone compromise June 2025

Table 2: Recent i0OS Zero-Click Vulnerabilities

CVE/Vulnerability Attack Vector Discovery
CVE-2025-21042 Samsung WhatsApp image | LANDFALL spyware deployment Nov 2025
CVE-2025-48593 Remote code execution Critical Android zero-click RCE Nov 2025
CVE-2025-54957 Dolby Digital Plus Pixel 9 integer overflow exploit Jan 2026
CVE-2024-53104 Linux kernel USB driver Heap buffer overflow, high severity Feb 2025

Table 3: Recent Android Zero-Click Vulnerabilities



Architectural Pillars of Hardware-Level Security

To counter the sophistication of modern exploits, the secure handset industry has pivoted toward
architectural isolation. This philosophy assumes that the primary operating system is fundamentally
exploitable, requiring protection to be enforced by hardware components physically or logically

inaccessible to a compromised kernel.

Physical Kill Switches and Sensor Disconnection

The most effective mitigation against remote eavesdropping is the physical interruption of power to
sensors and radios. Software-based toggles for the camera, microphone, or Wi-Fi can be easily
manipulated by kernel-level malware. In contrast, a physical hardware kill switch provides an 'air
gap' that cannot be bridged by software. The Purism Librem 5 popularized this design with three
distinct switches that physically disconnect the cellular modem, Wi-Fi/Bluetooth module, and
camera/microphone circuit.

In 2026, this concept has been refined in devices like the HIROH Phone, which utilizes a
dual-switch system. One switch electronically disables audio and visual sensors, while a second
cuts power to GPS and radio modules. Similarly, the Jolla Phone (2026 Edition) features a
user-configurable physical privacy switch, allowing users to instantly disable microphone, cameras,

or Bluetooth without navigating software interfaces.

Baseband Isolation and Modem Security

The cellular baseband processor manages communications with the carrier network and runs
massive, often opaque firmware representing a significant attack surface. Vulnerabilities in 5G
baseband chips from Qualcomm and MediaTek have been exploited to gain remote control over
devices. The gold standard for modem security is physical isolation. The Purism Librem 5 achieves
this by placing the cellular modem on a separate M.2 card that can be physically removed, ensuring

that a baseband exploit cannot access main system memory via Direct Memory Access (DMA).

Other devices, such as the Google Pixel series, utilize the IOMMU (Input-Output Memory
Management Unit) to logically isolate the baseband radio processor, significantly reducing the
attack surface by restricting what parts of system memory the modem can see. This logical
isolation, while not as secure as physical removal, provides meaningful protection against
baseband-based attacks.

Hardware Security Modules and Post-Quantum Cryptography

Modern secure handsets utilize dedicated security chips such as Google's Titan M2/M3, Samsung's
Knox Vault, and Apple's Secure Enclave to store cryptographic keys and perform sensitive



operations. In 2026, the transition to Post-Quantum Cryptography (PQC) has begun. Luxury
security phones like the VERTU Quantum Flip and Motorola Signature have integrated
lattice-based algorithms such as ML-KEM to protect data against future decryption attempts by

quantum computers.

These algorithms use complex multidimensional structures that are mathematically impossible for
even quantum systems to solve, ensuring that encrypted communications recorded today remain
secure for decades. This forward-looking approach recognizes that nation-state adversaries may be
capturing and storing encrypted communications for future decryption once quantum computers

reach sufficient capability.



TIER 0: Government-Grade Purpose-Built Hardware

NSA Type 1 Certified and equivalent high-assurance devices designed to protect TOP
SECRET/SCI information. These purpose-built handsets are generally unavailable to the public and
procured through specialized defense channels. Sorted by Spyware Resistance Rating (SRR).

Device Vendor SRR Spyware Defense Features Avail.

Sectera vIPer General Dynamics 55 .Alr-gapped VoIP archlte.cture; SCIP; no internet connectivity; s
immune to remote exploits

Sectera Wireless Gl Byarlss 5/5 Hardware encryption module; Suite A/B protocols; specialized 15
secure OS

TEOREM Thales (France) 5/ French DGA TOP SECRET; hardened platform; Macron 5
phone; no consumer apps

Tiger/$ 7401 Sty (Sreitan) 5/5 NATO/EU .SECR]?T; quantum-resilient encryption; 25
purpose-built architecture

Tough Mobile 3 Bittium (Finland) 4/5 NATO certified; dual-OS isolation; Privacy Mode; 25
tamper-proof hardware

Pakistan Secure Pakistan Govt 5/ Air-gapped; no internet; closed OS; eliminates all remote attack 15

Phone vectors

. FAILED Ukraine 2022; network dependency exploited; NOT
*
ERA Cryptophone Russia 2/5 RECOMMENDED 1/5

Table 4: Tier 0 Devices with Spyware Resistance Ratings




TIER 1: Hardened Commercial Off-The-Shelf (COTS)
Platforms

Government-certified commercial devices enhanced with enterprise-grade security extensions. This
tier offers the best balance of modern smartphone functionality and high-level protection for
RESTRICTED information.

Device Vendor SRR Spyware Defense Features Avail.

Galaxy + SafeCase Samsung/Privoro 4/5 Harc.lware RF shleld.; camera/mic blocking case; Hardware 15
Device Manager chip

HMD Ivalo XE HMD Secure 4/5 E@opean R&Dj;/manufacturing; hardware radio kill 25

(Finland) switch; 7-year updates

GSMK CryptoPhone GSMK (Germany) 4/5 Baseband firewall; full source audit; German engineering; 35

700 no Google

KATIM RO1 DarkMatter (UAE) 4/5 Tamper-protected secure element; intrusion detection; 25
ruggedized

. Knox security; LANDFALL vulnerable

Samsung Tactical Ed. Samsung 3/5 (CVE-2025-21042); needs SafeCase 2/5

. NATO RESTRICTED approved; Lockdown Mode; BUT

Ehene GRS 0 e Pegasus/Graphite exploits documented 2

Nokia Mission-Safe Nokia/HMD 3/5 Non-thnese com.p.o.nents; hardened Android; standard 25
Android vulnerabilities

BlackBerry Government certified; encrypted ecosystem; iOS/Android

SecuSUITE BlackBerry 315 base vulnerable 25

Crosscall Core-Z5 Crosscall (France) 2/5 MIL_STP?SIOH; IP68; French-made; standard Android 4/5
vulnerabilities

Table 5: Tier 1 Devices with Spyware Resistance Ratings



TIER 2: Privacy-First Consumer Handsets

Commercially available devices designed from the ground up for privacy activists, investigative
journalists, and high-risk individuals. These devices often run de-Googled Android or Linux-based
operating systems.

Device Vendor SRR Spyware Defense Features Avail.
. . Three hardware kill switches; M.2 separated baseband;
Librem 5 Purism (USA) 5/5 PurcOS Linux; FOSS 4/5
Physical battery disconnect; de-Googled; US assembly;
UP Phone Unplugged (USA) 4/5 built-in VPN/firewall 4/5
Dual hardware kill switches; MediaTek Dimensity 8300;
HIROH Phone HIROH (USA) 4/5 $999: 16GB RAM 4/5
Murena 2 i (i) 4/5 Dual hardwarc? kill switches; /e/OS; removable battery; 35
French sovereignty
Jolla Phone 2026 Jolla (Finland) 4/5 Sallﬁ‘sh 0S5 I.dmux; physical privacy switch; "The Other 35
Half" modularity
. Google/GrapheneO Hardened OS; verified boot; Titan M2; memory tagging;

Pixel + GrapheneOS S 4/5 IOMMU isolation 5/5
NitroPhone 10 Nitrokey 4/5 GrapheneOS; "stripped" versions without mic/camera; 4/5
Tensor G5
Wissieh S Motorola 4/5 GrapheneOS partnership (MWC 2026); ThinkShield; 45

Snapdragon 8 Gen 5
Pixel + CalyxOS Calyx Institute 45 Privacy usgblllty, microG; locked bootloader; no 5/5
hardware switches
Punkt MC02 Punkt (Swiss) 3/5 Apostrophy OS; built-in VPN; Threema; Swiss sovereignty 4/5
. . Ethical; 8-year support; CalyxOS compatible; standard
Fairphone 5 Fairphone (NL) 3/5 Android base 5/5
SHIFTphone 8.1 SHIFT (Germany) 35 Lc:izOS; modular; German engineering; standard Android 45
Volla Phone 22 Volla (Germany) 3/5 Ubuntu Touch; multi-boot; removable battery; Linux-based 3/5
Ghost Phone Mark37 4/5 RefurblshedA hardened Pixel; GrapheneOS; transient 4/5
identity design

Table 6: Tier 2 Devices with Spyware Resistance Ratings




Luxury Security and Blockchain Handsets

The high-net-worth individual (HNWI) market has seen the integration of luxury craftsmanship
with state-of-the-art encryption, specifically targeting data sovereignty and digital asset protection.

Device Price SRR Key Differentiator Avail.

VERTU Quantum Flip $4.300 35 Foldable titanium; quantum encryption; ML-KEM 35
post-quantum

VERTU Agent Q $5,380 3/5 AI Agents & data sovereignty monitoring; VIP Mode 35
isolation

\C/(l;:‘ti :U Signature $504,308 3/5 Handcrafted luxury; concierge; emergency biometric wipe 2/5

KryptAll K-iPhone Custom 35 Modlﬁed iPhone; encrypted global infrastructure; no call 35
recording

Blackphone PRIVY 2.0 $1,200 3/5 Silent Circle successor; unbreakable fortress design 4/5

Table 7: Luxury Security Handsets
VERTU devices feature the '"Three-Finger Biometric' emergency key, a gesture that instantly wipes
all encryption keys from the device's secure enclave if the user is forced to surrender the handset.

This 'duress protection' addresses scenarios where physical coercion may be used to extract data,
providing plausible deniability that the device contents have been irrecoverably destroyed.

Selected Device Technical Specifications

HIROH Phone Technical Specifications

Component Specification

Chipset MediaTek Dimensity 8300 (Octa-core)

RAM / Storage 16GB / 512GB (Internal) + 2TB Encrypted SD Slot
Display 6.67" 1.5K 120Hz AMOLED (1800 nits peak)
Primary Camera 108MP Samsung Main Sensor

Physical Privacy Dual Hardware Kill Switches (Sensor & Radio)

OS Choice /e/OS (De-Googled) or Android 16

Battery 5000mAh User-Replaceable

Price $999

Table 8: HIROH Phone Specifications



Motorola Signature Technical Specifications

Component Specification

SoC Qualcomm Snapdragon 8 Gen 5 (3nm)

RAM / Storage 16GB LPDDR5X / 512GB UFS 4.1

Battery 5200mAh Silicon-Carbon (90W Wired / 50W Wireless)
Display 6.8" Extreme AMOLED (165Hz, 6200 nits)

Security ThinkShield, Moto KeySafe, On-screen Ultrasonic Fingerprint
GrapheneOS Official Partnership Announced MWC 2026

Support 7 Years of OS & Security Updates

Table 9: Motorola Signature Specifications

The Motorola-GrapheneOS partnership announced at Mobile World Congress 2026 marks a pivotal
moment for secure Android devices. This collaboration represents the first time GrapheneOS will
be officially supported on non-Pixel hardware, leveraging Motorola's ThinkShield security
framework with hardware-backed root of trust and Moto KeySafe isolated security processors. The
partnership meets stringent GrapheneOS requirements including verified boot with user-controlled

keys and hardware memory tagging.

HMD Ivalo XE Technical Specifications

Component Specification

Processor Qualcomm Dragonwing Q-6690

RAM / Storage 12GB / 256GB

Display 6.32" 120Hz IPS (Gorilla Glass Victus 2)
Durability IP68, IP69K, MIL-STD-810H

Security Hardware Radio Kill Switch (LTE, GPS, BT)
Manufacturing European Union (Salo, Finland Heritage)
Security Updates 7 Years (until 2032)

Table 10: HMD Ivalo XE Specifications

The HMD Ivalo XE represents a significant development in European sovereign devices. Designed,
engineered, and manufactured entirely in Europe, it ensures a 'clean' supply chain where critical
components are sourced from trusted allies, mitigating the risk of state-sponsored hardware
backdoors. The Tactical Outfit modularity system allows for attachment of specialized radios and

extra batteries, making it a versatile platform for defense professionals.



European-Manufactured Secure Devices (Non-US)

For users concerned about U.S. jurisdiction, European devices provide strong privacy protections
under GDPR and EU data protection frameworks. The rise of European sovereign devices
demonstrates growing demand for supply chain transparency and jurisdictional independence.

Device Country SRR Key Security Features Avail.
Tiger/S 7401 Sweden 5/5 NATO SECRET; quantum-resilient; purpose-built 2/5
TEOREM France 5/5 French TOP SECRET; DGA encryption 1/5
Tough Mobile 3 Finland 4/5 NATO certified; dual-OS; Finnish Defense 2/5
HMD Ivalo XE Finland 4/5 Full EU manufacturing; hardware kill switch 2/5
Jolla Phone 2026 Finland 4/5 Sailfish OS Linux; physical privacy switch 3/5
CryptoPhone 700 Germany 4/5 Full source audit; baseband firewall 3/5
Murena 2 France 4/5 Dual kill switches; /e/OS; removable battery 3/5
Punkt MC02 Switzerland 3/5 Swiss sovereignty; Apostrophy OS; VPN 4/5
Fairphone 5 Netherlands 3/5 Ethical; 8-year support; CalyxOS compatible 5/5
SHIFTphone 8.1 Germany 3/5 10déOS; modular; German engineering 4/5
Volla Phone 22 Germany 3/5 Ubuntu Touch; multi-boot; removable battery 3/5
Crosscall Core-Z5 France 2/5 MIL-STD-810H; IP68; French Defense used 4/5

Table 11: European-Manufactured Secure Devices



Privacy-Focused Mobile Operating Systems

Custom operating systems can enhance security on compatible hardware. Listed from highest to
lowest spyware resistance.

oS Base SRR Spyware Defense Features Avail.
Sy Hardened OS; verified boot; memory tagging;

GrapheneOS Android (Pixel/Moto) 4/5 TOMMU: no Google apps 5/5

PurcOS Linux 4/5 True Linux; no Android; FOSS; Librem 5 only; 4/5
convergent

Sailfish OS Linux 4/5 Linux ke.rnel; no corporate data collection; Jolla 4/5
community model

DivestOS Al frai) 4/5 Hardened LineageOS fork; bootloader re-lock; 4/5
broad support

Calyx0S Android (Pixel) 4/5 PrlYacy usability; microG; locked bootloader; 5/5
easier setup

i0d¢OS Android (various) 3/5 Built-in ad/tracker blocking; French; de-Googled 4/5

16/OS Android (many) 35 pe-Googled; microG; Murena phones; easy 4/5
installer

Ubuntu Touch Linux 3/5 Linux-based; convergent; limited app ecosystem 4/5

LineageOS Android (many) 2/5 Open-source; wide support; not hardened 5/5

Table 12: Privacy-Focused Mobile Operating Systems

TIER 3: Operational Security (OPSEC) Tools

Universally accessible methods for operational security. These tools and practices form the
foundation of intelligence operatives' protective protocols.

Tool/Method Spyware Defense Principle
Air-Gapped Systems Isolated Platform 55 No ne.twork connectivity; immune to all remote 45
exploits
i D e Sy Compar?mentahzat 4/5 Sep'aratlon of identities; compromise of one 5/5
ion device only
Burner Phones Disposable Device 4/5 l"ll"sréeinswnt identity; no persistent data; dispose after 5/5
. ol + ) .
Ghost Phone (Mark37) Hardened Burner 4/5 Refufblshed' Pixel + GrapheneOS; transient 4/5
identity design
Faraday Bags Physical Security 4/5 Blocks ele?tromagnetlc emissions; prevents 5/5
remote activation
SCIF Protocols Facility Security 5/5 Physical isolation; no devices allowed 2/5

Table 13: Tier 3 Operational Security Tools



Rating Systems

Availability Rating System

Rating Meaning Acquisition Method
5/5 Widely Available Consumer retail, Amazon, manufacturer website
4/5 Available Direct from manufacturer, may require pre-order
3/5 Limited Authorized resellers, enterprise contracts
2/5 Restricted Government/military contracts, defense procurement
1/5 Very Restricted Single government only, classified clearance
0/5 Discontinued No longer manufactured; secondary market only

Table 14: Availability Rating System

Spyware Resistance Rating (SRR) System

Rating Protection Level Defense Characteristics
5/5 Maximum Hardware kill switches or air-gapping; immune to remote software exploits
4/5 High Hardware controls OR hardened OS; significant resistance to zero-click
3/5 Moderate Software hardening; standard OS with security overlays; vulnerable to zero-days
2/5 Low Basic security only; standard consumer device; documented exploits
1/5 Minimal No meaningful protection; proven compromise history; NOT RECOMMENDED

Table 15: Spyware Resistance Rating System



Risk-Based Framework for Handset Selection

Choosing the appropriate secure handset requires rigorous assessment of threat profile and
operational needs. The following framework categorizes solutions based on adversary

sophistication.
Threat Profile Recommended Tier Primary Devices
Nation-State / TOP SECRET Tier 0 Sectera VIPer, Tiger/S 7401, TEOREM
Tactical / Public Safety Tier 1 Samsung Tactical + SafeCase, HMD Ivalo XE
High-Risk Journalist / Activist Tier 2 HIROH Phone, Librem 5, Murena 2
Privacy-Conscious Professional Tier 2 / Hardened Pixel (GrapheneOS), Motorola Signature
High-Net-Worth / HNWI Luxury Secure VERTU Quantum Flip, KryptAll K-iPhone

Table 16: Risk-Based Handset Selection Framework

The most resilient protection strategy involves a layered approach. A professional facing
sophisticated adversaries should utilize a Tier 0 device for critical communications, a Tier 2
hardened Android for daily productivity, and Tier 3 tools like Faraday bags for physical transit.
This defense-in-depth approach ensures that compromise of one device does not expose all

sensitive communications.

Summary: Complete Secure Communications Landscape

Category SRR Range Devices Availability Primary Users
Tier 0: Purpose-Built 2-5/5 7 1-2/5 TOP SECRET national security
Tier 1: Hardened COTS 2-4/5 9+ 1-5/5 Classified ops, tactical
Tier 2: Hardware Security 3-5/5 14+ 2-5/5 RESTRICTED, privacy users
Luxury Security 3/5 5 2-4/5 HNWI, executives
Tier 3: OPSEC Tools 4-5/5 6 methods 2-5/5 Anonymous operations
European Section 2-5/5 12 1-5/5 GDPR compliance, EU ops
Custom OS Options 2-4/5 9 systems 4-5/5 Technical users
Total Coverage 1-5/5 70+ solutions 1-5/5 All threat profiles

Table 17: Summary of Complete Secure Communications Landscape

Conclusion: The Future of Secure Handsets

The trajectory of mobile security between 2024 and 2026 clearly indicates that software-only
encryption and security by obscurity are no longer sufficient. The move toward hardware kill
switches, baseband isolation, and post-quantum encryption represents a necessary response to the
industrialization of mobile surveillance. The emergence of ephemeral spyware like DarkSword,
which leaves no traditional forensic traces, demonstrates that even sophisticated detection methods



may fail against modern threats.

The rise of European sovereign devices like the HMD Ivalo XE and Jolla Phone demonstrates
growing demand for supply chain transparency and jurisdictional independence from both the
United States and China. The Motorola-GrapheneOS partnership marks a pivotal moment for
hardened Android devices entering mainstream business markets. In the coming years, hardware
memory tagging (MTE) and zero-trust Al security running locally on device NPUs will become

standard features in the high-security segment.

For organizations and individuals operating in high-stakes environments, the investment in
hardware-level security is no longer an optional luxury but a foundational requirement for digital
survival. The devices cataloged in this report provide the defensive architecture necessary to
survive in an era where nation-state adversaries and commercial surveillance vendors have

industrialized the compromise of mobile devices.



