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Availability Rating System

Every device in this report includes an Availability Rating (1/5 to 5/5) indicating how easily the device can be obtained on
the open market. This practical guidance helps readers understand which devices they can actually acquire based on their

circumstances.

Meaning Typical Acquisition Method
5/5 Widely Available Consumer retail stores, Amazon, manufacturer website - anyone can purchase
4/5 Available Direct from manufacturer, some retailers, may require pre-order or waitlist
3/5 Limited Authorized resellers, enterprise contracts, specialized retailers only
2/5 Restricted Government/military contracts, defense procurement channels, NATO partners
1/5 Very Restricted Single government only, classified clearance required, no public sales
0/5 Discontinued No longer manufactured; secondary market only with no warranty or support

Table 1: Availability Rating System

The Four-Tier Security Framework

The tiered classification system presented in this report organizes secure communications solutions along a spectrum of

security assurance. Devices within each tier are sorted from highest to lowest security level.

Tier 0: Government-Grade Purpose-Built Hardware

The apex of secure communications - purpose-built handsets engineered specifically for protecting classified information

against nation-state adversaries. NSA Type 1 certification or equivalent. Availability: 1/5 to 2/5 (very restricted).

Tier 1: Hardened Commercial Off-The-Shelf (COTS) Platforms

Mainstream commercial platforms hardened with government-grade security overlays. Strategic balance of usability and

protection. Availability: 2/5 to 4/5 (varies significantly).

Tier 2: Commercial Devices with Hardware Security Features

Standard consumer devices with formal security approvals or unique hardware security features like physical kill switches.

Availability: 3/5 to 5/5 (most accessible tier with meaningful security).

Tier 3: Operational Security (OPSEC) Tools

Holistic security practices and accessible tools - burner phones, air-gapped systems, compartmentalization. Availability: 4/5

to 5/5 (universally accessible).



TIER 0: Government-Grade Purpose-Built Hardware

NSA Type 1 Certified and Equivalent High-Assurance Devices. These devices represent the highest security level available,

specifically engineered for protecting TOP SECRET/SCI information. Sorted from highest to lowest security level.

Vendor

Certification

Key Features

Availabilit

y

How to Acquire

General Dynamics

NSA Type 1 TOP

Only NSA-certified secure VoIP

U.S. Govt GSA Schedule; NATO

t 1P hone; SCIP tible; end-to- 1
Sectera vIPer (USA) SECRET/SCI phone; .SC compatible; end-to-end 8 procurement channels only
encryption
TOP SECRET voice/dat:
Sectera Wireless | General Dynamics NSA Type 1 TOP commercial G S‘I:;%Cseuizzxger /s U.S. Government classified procurement
GSM (USA) SECRET . ? only
encryption
General Dynamics Classified Smartphone/PDA hybrid,; U.S. Government agencies via classified
tera Ed NSA Type 1 1/5
Sectera Edge (USA) SA Type secure PD channels
French TOP French DGA encryption; used by
TEOREM Thales (France) President Macron; 14,000 units 1/5 French Government; NATO partners only
SECRET, NATO .
delivered
NATO SECRET, E tum-resilient tion; NAT ish t, EU officials vi
Tiger/$ 7401 Sectra (Sweden) O SEC , EU | Quantum: re-51 ien ‘encryp ion; 25 O, Swedish Govt, EU officials via
SECRET purpose-built architecture government channels
. Bittium/Intracom NATO, EU Defense | Dual-OS isolation; hardware Privacy Government/Defense contracts; Bittium
Tough Mobile 3 . 2/5 . .
(Finland) certs Mode; tamper-proof hardware website for authorized buyers
ERA Russi Russian Milit Ml[lJlLary en;royzpzted S}:Stenli; FAILED 15 Russian military only; NOT
ia ian Milita in Ukrain -n 3y
Cryptophone uss uss ty © etwo RECOMMENDED (proven failure)

dependency

Table 2: Tier 0 Government-Grade Secure Devices (Sorted by Security Level)

TIER 1: Hardened Commercial Off-The-Shelf (COTS) Platforms

Government-Certified Commercial Devices with Enhanced Security. Sorted from highest to lowest security level.

. . Availabilit .
Vendor Certification Key Features How to Acquire
y
+ .
Galaxy Se'cure Samsung/Privoro US. Govt Ha'rdware Device Manager . ' '
Spaces + Privoro . chip-level RF control; camera/mic 1/5 U.S. Government tactical operations only
(USA) Classified .
SafeCase shield; covert mode
Galaxy Tactical Samsung Special Forces | Samsung Knox; only COTS 25 Government contracts; certified resellers
Edition (Korea/USA) Certified certified for classified operations (Inter-Op.ca); Samsung Business
Dual 4G/military network; secure
IDF M 1
Secure 0t0-r0 a Israeli Military | classified transmission; $100M 1/5 Israel Defense Forces only
Smartphone Solutions (Israel)
program
Embedded S El t; Thal
KNS (Knox Native | Samsung/Thales VS-NfD o 'e © .ecure ement; Thaies German public sector, KRITIS operators via
. eSE integration; German 2/5
Solution) (Korea/France) (German) Thales
government
Mission-Safe Nokia/HMD Defense/Militas Non-Chinese components; NATO-aligned defense forces; government
. Y hardened Android; Banshee tactical 2/5 & > &
Phone (Finland) Grade . . contracts
Integration




Full European R&D;

HMD HMD B rnment/def tract;
HMD lIvalo XE K Secure Defense Grade | government/defense focus; Nokia 2/5 Secure; govenment/defense contracts
(Finland) R (NEW 2025)
heritage
TEOREM Thales/Ercom French TOP ]Saamsujlg Galaxy prj]]):)areFd by h 5 F h ¢ "
rcom/Orange; ren ren rnment procuremen
Smartphone (France) SECRET .C(.) 8¢, used by Freie eriel government procureme
ministers
Only soluti rtified for all
BlackBerry Government Y ORI 1 tedlord Government contracts; Carahsoft (U.S.);
SecuSUITE . modern govt requirements; 2/5 .
(Canada) Certified BlackBerry direct
encrypted ecosystem
Full source code available;
MK t-grad ’ tophone.de; enterprise/, t
CryptoPhone 700 s Government-gra baseband firewall; German 3/5 pr ophone.de; enterphisergoverimen
(Germany) e . . direct sales
engineering
KATIM ROI DarkMatter Military Grade Tampe'r-prot'ected 'secure ele,'ment; 25 UAE government; Middle East government
(UAE) ruggedized; intrusion detection clients
1 French- h ; 1l.com; A DE/UK;
Core-Z5/Core-X5 Crossca MIL-STD-810H rench-made rugged smartg ones; 4/5 crosscall.com; Amazon /UK;
(France) IP68; defense-grade durability professional retailers
Tl 2 Silel:lt Circle FIPS 140-2 Si?ent 0OS; enfi-to-e.nd encryption; 25 Sile.nt C.Ii.rcle enterprise contracts; limited
(Switzerland) privacy-centric design availability (older model)
Turkish Domestically produced; Turkish
Milcep-K2 Turkey Government sovereignty; used by highest 1/5 Turkish government procurement only

officials

Table 3: Tier 1 Hardened COTS Platforms (Sorted by Security Level)




TIER 2: Commercial Devices with Hardware Security Features

Consumer devices with formal security approvals or unique hardware security features. This tier offers the best balance

between security and accessibility. Sorted from highest to lowest security level.

. . Availabilit .
Device Vendor Security Features Key Features How to Acquire
y
NATO First consumer devices approved
iPhone/iPad Apple (USA) RESTRICTED for NATO classified; Secure 5/5 Apple Store; authorized retailers worldwide
Approved Enclave; no mods required
Verified boot; hardened OS;
Pixel + Google/Graphe Titan M2 Secure h;‘;v;re lc()i(;l ,s;irtcflzz stro;ln:st 5/5 Buy Pixel from Google Store; install
GrapheneOS neOS (USA) Element . ’ & GrapheneOS free via web installer
software security
. MicroG support; locked . . . .
lyx Instituts Buy Pixel; install Cal b install
Pixel + CalyxOS Calyx Institute Privacy + Usability | bootloader; privacy-focused; 5/5 Yy HIXes 1ns. all CalyxOS via web installer
(USA) R (free or donation)
easier than GrapheneOS
Built-in ad/tracker blocking;
. o L De-Googled + Ad UL ACLACKEL DIOCKINE; shop.iode.tech; openmobile.us (USA); eBay
Pixel + i0déOS iodé (France) . French company; de-Googled; 4/5 .
Blocking refurbished
OTA updates
. Only phone with physical battery
Unpls d Battery D t 1 d.com; Best Buy (US/Canada);
UP Phone plUEEe attery '1sconnec disconnect; de-Googled; built-in 4/5 uflp ugged.com; Best Buy ( anada);
(USA) Switch direct order
VPN
1lul iFi/BT ic kill
. . Three Hardware Ce‘ ular, WiFi/BT, ?amera/mu: ' puri.sm; $749-$1999 (USA version);
Librem 5 Purism (USA) . . switches; PureOS Linux; separated 4/5 .
Kill Switches 6-month lead time
baseband
Murena 2 Murena Dual Har'dware Kill | /e/OS de-Qoogled; 'removable /5 murena.com; eBay: Kickstarter; ~8659 USD
(France) Switches battery; privacy switches
SHIFT German modular design; iodéOS
SHIFTphone 8.1 (Germany) i0déOS + Modular | pre-installed; ethical 4/5 novacustom.com; shift.eco; ~889 EUR
e/ manufacturing
. Apostrophy OS; built-in VPN;
Punk D:
Punkt MC02 o ! Swiss . ata Threema integration; no Google 4/5 punkt.ch; Amazon DE/UK; $599-$749
(Switzerland) Sovereignty .
services
Modul irable; 8-
. Fairphone Ethical + 8-Year ST B . .
Fairphone 5 software support; ethical supply 5/5 fairphone.com; European retailers; ~$700
(Netherlands) Support . .
chain; CalyxOS compatible
Multi-boot t; de- led;
Volla Ubuntu ulti-boot support; de-Googled, .
Volla Phone 22 K removable battery; German 3/5 volla.online; ubports.com; Ubuntu Shop
(Germany) Touch/Multi-boot .
engineered
PinePhone Pro Pine64 (Hong Hardware Privacy | Mainline Linux support; open 25 pine64.com; DISCONTINUED Aug 2025
Kong/China) Switches hardware; privacy switches (limited stock remaining)
Fi Ul Sirin Labs Blockchain Built-in cold storage wallet; Sirin 25 Third-party retailers; eBay; COMPANY
inne
Y (Israel) Hardware Wallet | OS; security switch DISCONTINUED
. - Turing Imitation Key; liquid metal
T Liquid Metal +
Turing Phone urlng . . ¢ a. chassis; decentralized 0/5 DISCONTINUED:; secondary market only
Robotics (USA) Security Chip .
authentication
Solari Sirin Labs Military-Grade $14,000-$17,000 luxury; physical 0/5 DISCONTINUED; ultra-premium limited
olarin
(Israel) Encryption privacy switch availability
. No internet connectivity; closed
Pakistan Secure . . . L . .
Phone Pakistan Govt Air-Gapped Design | OS; eliminates remote attack 1/5 Pakistan government officials only
vectors

Table 4: Tier 2 Commercial Devices (Sorted by Security Level)




Not Made in USA: Non-American Secure Phone Options

For users concerned about U.S. jurisdiction, potential NSA access, or seeking digital sovereignty outside American
influence, this section catalogs secure devices manufactured and developed outside the United States. Sorted by security

level within each region.

European-Manufactured Secure Devices

Europe has emerged as a significant hub for privacy-focused technology, driven by GDPR requirements and European

sovereignty initiatives. Devices sorted from highest to lowest security.

. Availabilit .
Country Security Features How to Acquire
y

NATO SECRET; -resilient

Tiger/S 7401 Sweden Tier 0 ° S ¢ » quantum-resiien 2/5 NATO/EU government channels
encryption
French TOP SECRET; DGA

TEOREM France Tier 0 renc . ’ 1/5 French government; NATO partners
encryption; Macron phone

Tough Mobile 3 Finland Tier 0 NATO certified; dual-OS; Finnish 2/5 Government contracts; Bittium resellers
Defense standard
Full source code; baseband firewall;

toPh 00 Tier 1 i ’ /5 tophone.de direct sal

CryptoPhone 7 Germany ier Y 3 cryptophone.de direct sales

Mission-Safe Finland Tier 1 Non—?hmese components; hardened 25 NATO defense contracts

Phone Android

HMD Ivalo XE Finland Tier 1 Full E uroPean DR G S 2/5 HMD Secure; government contracts
Nokia heritage

Core-Z5/X5 France Tier 1 MIL-STD-810H; IP68; French 4/5 crosscall.com; Amazon EU
Defense used

Murena 2 France Tier 2 Dual k.l Il switches; /e/OS; French 3/5 murena.com
sovereignty

SHIFTphone 8.1 Germany Tier 2 1ode?OS; m odular; German 4/5 novacustom.com; shift.eco
engineering

Pixel +i0déOS France Tier 2 French de-Googled OS; ad blocking 4/5 shop.iode.tech; openmobile.us

Touch; multi-boot;

Volla Phone 22 Germany Tier 2 Ubuntu Touch; multi-boot; German 3/5 volla.online
made
Swi ignty; Apostrophy OS;

Punkt MC02 Switzerland Tier 2 VRS BOUEROREL, SR 4/5 punkt.ch; Amazon
built-in VPN

Fairphone 5 Netherlands Tier 2 Ethical/modular; 8-year support; 5/5 fairphone.com; EU retailers
Dutch values
Linux- ; anti-Big-Tech;

Jolla Phone 2026 Finland Tier 2 X pf)wered, S 3/5 Jolla website (announced 2026)
Finnish independence

Table 5: European-Manufactured Secure Devices (Sorted by Security Level)



Israeli, Middle Eastern & Asian Secure Devices

Regional sovereignty-focused devices. Israel contributes battle-tested security technology; Middle East and Asian nations

develop indigenous capabilities. Sorted by security level.

Availabilit

Device Country Security Features How to Acquire
y
IDF Secure . Dual 4G/military network;
Israel Tier 1 1 Israel Deft F 1
Smartphone srae er combat-proven; $100M program 5 sract Delense Forees only
m -protected; ; UAE
KATIM RO1 UAE Tier 1 amper-protected; rugged; U 2/5 UAE/Middle East government clients
sovereignty focus
D ticall; duced; Turkish
Milcep-K2 Turkey Tier 1 omes. reatly produceds Turkis 1/5 Turkish government only
sovereignty
Huawei Mate 60 Pro China Tier 2 Satellite calling; Tiantong-1 integration 3/5 China Telecom; limited international
Finney Ul Israel Tier 2 Bl(?ckchaln; hardware wallet; security 2/5 Third-party; eBay (discontinued)
switch
Solarin Isracl Tierz | S1K-SI7K hwoxury; military-grade 0/ DISCONTINUED
encryption
. Luxury secure; triple password; encrypted .
XOR Phone UK/UAE Tier 2 calls 2/5 xor.inc; luxury market (2025)
. . Linux; hardware privacy switches; open .
PinePhone Pro Hong Kong Tier 2 2/5 pine64.com (DISCONTINUED)
hardware
Pakistan Secure . . . . .
Phone Pakistan Tier 2 Air-gapped; no internet; closed network 1/5 Pakistan government only
. . - . Russian military; NOT
% . >
ERA Cryptophone Russia Tier 0 Military system; FAILED Ukraine 2022 1/5 RECOMMENDED

Table 6: Israeli, Middle Eastern & Asian Secure Devices (Sorted by Security Level)

TIER 3: Operational Security (OPSEC) Tools

Universally accessible methods for operational security. These tools and practices form the foundation of intelligence

operatives' protective protocols. Sorted by effectiveness.

Availabilit
Tool/Method Security Principle Operational Use How to Implement
y
No network tivity;
Air-Gapped Isolated in?rrrlfne (:Z r;:;?:c vity: TOP SECRET data handling; 4/5 Disable/remove all radios;
Systems Platform attacks SCIF environments Faraday cage for TEMPEST
. . Separation of . . .
Multi-Device Compartmental | . . . Intelligence operatives; Use different phones for
o identities/classification . 5/5 . . -
Strategy ization levels government officials different purposes/identities
SCIF Protocols F acili'ty Phy§ical isolation; no Sensitive. Compér'tr'nented 25 Gov<':rnment facility access
Security devices allowed Information Facilities required
Al ;F
Faraday Cages/ Physical Blocks electromagnetic Prevents data leakage; mazon, araday-bags .
. . . 5/5 $20-$200; DIY with conductive

Bags Security emissions TEMPEST protection mesh




Disposable Transient identity; no Temporary anonymous 5/5 Any prepaid phone; pay cash;

Burner Phones . . .
Device persistent records contact; CIA case officers no ID; dispose after use

Table 7: Tier 3 Operational Security Tools (Sorted by Effectiveness)

Privacy-Focused Mobile Operating Systems

For users who want to enhance security on existing hardware, these custom operating systems can be installed on compatible

devices. Listed from most secure to least secure.

. Securit Availabilit
Operating System J Key Features How to Install
Level y
Hardened OS; verified boot; Tit
GrapheneOS Android (Pixel) Highest Mazr szr;;on; riovér;;;e :p(;); fan 5/5 grapheneos.org web installer; free
Al i H Li fork;
DivestOS ndrmfl (many High ardened LineageOS fork; . 4/5 divestos.org; download and flash
devices) bootloader re-lock; many devices
Pri + usability; microG
CalyxOS Android (Pixel) High sz;\;)aocr}tl; lolf:fe (; llle(’)trlr(l)f;;)r 5/5 calyxos.org web installer; free
Android (Pixel Built-in ad/tracker blocking;
i0déOS n Z(;;ler(s)lxe ’ High F:elncll:;l ze— éi‘;;lre d OCXInE; 4/5 iode.tech; pre-installed on some phones
Al i Medium-Hi | De- led; mi ;M
/e/OS . ndr01f1 (many edium-Hi c-Googled; microG; Murena 4/5 ¢.foundation; easy installer available
(eFoundation) devices) gh phones
. . . Linux-based; convergent; . .
Ubuntu Touch Linux (various) Medium . 4/5 ubuntu-touch.io; UBports installer
privacy-focused
LineageOS Andro@ (many Medium Open-source Android; wide device 5/5 lineageos.org; download and flash
devices) support; not hardened
Li True Linux; 735+ devices;
PostmarketOS 1nux.(many Medium fue S 735+ devices; 4/5 postmarketos.org; technical install
devices) Alpine-based

Table 8: Privacy-Focused Mobile Operating Systems (Sorted by Security Level)

Threat Analysis: Understanding Adversary Capabilities

To understand why hardware-level security measures are essential, it is necessary to examine the capabilities of modern

surveillance technologies and the entities that deploy them.

Advanced Spyware: The Pegasus Paradigm

The NSO Group's Pegasus spyware represents the current state-of-the-art in mobile device compromise. This surveillance
tool can be deployed through zero-click exploits requiring no user interaction. Once installed, Pegasus can extract encrypted
messages from Signal and WhatsApp, activate cameras and microphones, access all stored data, and track location. A
hardware kill switch that physically disconnects sensors cannot be bypassed through software means, making

hardware-level protections essential against Pegasus-class threats.



Data Aggregation: The Palantir Model

Palantir Technologies specializes in aggregating and analyzing vast quantities of data from multiple sources. This data
fusion approach combines information from smartphones, social media, financial transactions, and travel records.
Hardware-level security features address this threat by reducing the data available for collection. A device with cellular radio

disconnected cannot report location. A de-Googled operating system does not send usage data to Google's servers.

Recommendations by User Profile

Selecting an appropriate secure device depends on threat models, resources, and operational requirements. The following

recommendations include practical availability considerations.

Government/Defense (TOP SECRET/SCI)

Sectera series (1/5 availability) or Sectra Tiger/S (2/5) for TOP SECRET. Bittium Tough Mobile 3 (2/5) for dual-OS

functionality. All require government procurement channels.

Government Personnel (RESTRICTED)

NATO-approved iPhone (5/5 availability) - widely available. Samsung Tactical Edition (2/5) through government contracts.

Nokia Mission-Safe (2/5) for European sovereign option.

Journalists and Activists

Purism Librem 5 (4/5 availability, $749+) or Unplugged UP Phone (4/5, unplugged.com/Best Buy) for hardware kill
switches. Punkt MC02 (4/5, $599-$749) for Swiss privacy.

Privacy-Conscious Consumers

Pixel + GrapheneOS (5/5 availability, best software security). Murena 2 (3/5) or Fairphone 5 (5/5) for ethical/sustainable

option. All commercially available.

Security Researchers

Pixel + GrapheneOS (5/5) for strongest software security. PinePhone (2/5, discontinued) for Linux experimentation. Volla

Phone (3/5) for Ubuntu Touch experience.

Non-US Jurisdiction Users

Punkt MCO02 (Switzerland, 4/5), Fairphone 5 (Netherlands, 5/5), GSMK CryptoPhone (Germany, 3/5), or Bittium (Finland,
2/5) for devices outside U.S. legal jurisdiction.



Summary: Complete Secure Communications Landscape

Category Security Level Devices Availability Range Primary Users
Tier 0 NSA TsépgliE/TNATo 7 devices 1/5 t0.2/5 TOP SECRET national security
Tier 1 Government Certified COTS 13 devices 1/5 to 4/5 Classified ops, tactical
Tier 2 Hardware Security Features 16 devices 0/5to 5/5 RESTRICTED, privacy users
Tier 3 OPSEC Tools 5 methods 2/5t0 5/5 Anonymous operations
European Section Non-US Sovereignty 14 devices 1/5 to 5/5 GDPR compliance, EU ops
ME/Asian Section Regional Sovereignty 10 devices 0/5 to 3/5 Regional government
Custom OS Options Software Security 8 systems 4/5 to 5/5 Technical users
Total 60+ solutions

Table 9: Summary of Complete Secure Communications Landscape

Conclusion: The Complete Landscape

This report has cataloged over 60 distinct secure communication solutions across four security tiers, with practical

availability ratings and procurement guidance. The key findings are:

Availability Varies Dramatically: Tier 0 devices are essentially unobtainable by individual consumers, restricted to
government procurement. Tier 1 devices may be available through resellers but often require government contracts. Tier 2
offers the best balance of security and accessibility, with many devices available for direct consumer purchase. Tier 3

methods are universally accessible but require operational discipline.

NATO iPhone Approval is Watershed: For users who do not require protection against nation-state adversaries with TOP
SECRET clearance, a standard iPhone (5/5 availability) with proper operational security may be sufficient and offers

unmatched ecosystem support.

Non-US Options Exist: Swiss (Punkt), German (GSMK, Volla), Finnish (Bittium, Fairphone), and French (Murena,

Crosscall) devices provide strong privacy protections under European data protection frameworks.

Layered Security is Optimal: The most resilient approach combines multiple devices across different tiers. An operative
might use a Tier 0 Sectera for TOP SECRET, a Tier 1 Samsung Tactical for team coordination, a Tier 2 iPhone for

lower-classification work, and a Tier 3 burner for anonymous contact.



