
HYPOTHETICAL OPERATIONAL SCENARIOS

COUNTER-OPERATION
THUNDERBOLT

Hypothetical Defensive Operation Against Operation Absolute Resolve
With U.S. Contingency Plans and Fallback Protocols

CLASSIFICATION: Hypothetical Scenario / Training Document. This document presents a
speculative counter-operation that could theoretically defeat Operation Absolute Resolve, 
along with U.S. fallback protocols for various failure modes. Analysis assumes equivalent 
adversary capabilities and advanced warning.

PART I: COUNTER-OPERATION THUNDERBOLT
Defender: Venezuelan Armed Forces with Russian/Iranian advisory support

Objective: Defeat U.S. helicopter assault, inflict mass casualties, capture U.S. personnel for 
propaganda/leverage

Key Advantage: Advanced warning (6-12 hours) from intelligence assets in U.S. command 
structure or regional surveillance

Phase 0: Intelligence Preparation (T-12 Hours)
Prior to the operation, defenders execute comprehensive intelligence preparation:

• HUMINT Alert: Asset within U.S. Southern Command or Colombian base provides 
warning of imminent operation

• SIGINT Pattern: Increased U.S. electronic warfare activity and reconnaissance 
flights detected

• Asset Tracking: EA-18G Growlers and special operations helicopters identified at 
forward operating locations

• Defensive Preparation: Alert forces, relocate key personnel, prepare ambush 
positions

Phase 1: Layered Air Defense Trap
The defenders deploy a multi-layered air defense network designed to neutralize the 
electronic warfare advantage and create a kill zone for helicopter forces:

Layer 1: Electronic Warfare Countermeasures

• GNSS Spoofing: Deploy Russian-supplied GPS spoofing systems to corrupt 
navigation data, potentially misdirecting aircraft

• Frequency Hopping: Operate air defense radars on irregular frequencies with quick-
relocation protocols
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• Decoy Emitters: Activate false radar signatures to misdirect Growler jamming and 
anti-radiation missiles

• EW Counter-Attack: Russian Il-22PP Porubschik or similar EW aircraft attempt to 
jam U.S. communications and GPS

Layer 2: Passive Detection Network

Critical: Passive detection systems cannot be jammed because they do not emit signals:

• Vera-E / Kolchuga Systems: Passive radar detecting aircraft by their own emissions 
(radar, radio, transponders)

• Optical/IR Tracking: Deploy Chinese/Russian electro-optical tracking systems 
immune to electronic warfare

• Acoustic Sensors: Helicopter detection through sound signature analysis
• Visual Observers: Distributed human observation posts with encrypted 

communication

Layer 3: SAM Ambush Positions

Surface-to-air missile systems are pre-positioned along likely helicopter approach routes:

• Manpads Teams: Igla-S / Verba teams dispersed across rooftops and hillsides 
(cannot be suppressed by radar jamming)

• Short-Range SAMs: Pantsir-S1 / Tor-M2 systems with optical guidance backup 
modes

• Medium-Range SAMs: Buk-M2 / S-300 systems operating in emission-control 
mode, activating only when targets confirmed

• Shoot-and-Scoot: Mobile launchers relocate after each engagement to avoid counter-
battery fire

Phase 2: Directed-Energy Countermeasures
If defenders possess directed-energy capabilities (Russian/Chinese supplied), they deploy 
countermeasures against the Discombobulator:

Countermeasure Method Effect

EM Shielding Key personnel wear RF-
protective suits/hoods

Resist Discombobulator 
effects

Faraday Bunker Shielded command post for 
Maduro

Complete protection from 
microwave beam

RF Detection Microwave detectors alert to 
weapon activation

Early warning allows 
shelter/counter-attack

DEW Counterfire Russian Ranets-E or similar 
HPM system

Disable attacking helicopter 
electronics

Table 1: Directed-Energy Countermeasures
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Phase 3: The Kill Zone Execution
When U.S. forces enter the target area, defenders spring the trap:

Step 1 - Growler Suppression: As EA-18G Growlers activate jamming, defenders employ 
anti-radiation missiles (Russian Kh-31P or similar) targeting the jamming sources. 
Simultaneously, cyber attacks attempt to disrupt Growler systems through pre-positioned 
malware in supply chain components.

Step 2 - Electronic Warfare Gap: With Growlers suppressed or destroyed, the electronic 
warfare umbrella collapses. Passive detection systems confirm helicopter positions and feed 
targeting data to SAM batteries.

Step 3 - Helicopter Engagement: Massed SAM fire engages slow-moving helicopters. 
MANPADS teams on rooftops add saturation fire. Infrared-guided missiles (immune to radar 
jamming) prove particularly effective. Each downed Chinook results in 30-50+ casualties.

Step 4 - Survivor Capture: Ground forces capture surviving aircrew and operators. High-
value prisoners become propaganda assets and bargaining chips for future negotiations.

Projected Casualty Assessment

Asset Lost Personnel Classification

1x EA-18G Growler 2 (crew) Tactical loss

1x MH-47G Chinook 35-50 Mass casualty event

2x MH-47G Chinook 70-100 Strategic catastrophe

Multiple helos + Growler 100-150+ National trauma

Table 2: Projected Casualties by Asset Loss

PART II: U.S. FALLBACK PROTOCOLS
U.S. military planners would have developed extensive contingency plans for the primary 
failure modes. The following represents hypothetical fallback protocols that would address 
the vulnerabilities identified above.

Fallback Alpha: Growler Loss Protocol
Trigger: EA-18G Growler shot down, disabled, or electronic warfare capabilities 
compromised

Immediate Actions

1. Backup EW Asset Activation: Secondary EA-18G or EC-130H Compass Call on 
standby immediately assumes electronic warfare mission

2. Abort or Accelerate Decision: Mission commander makes immediate decision: abort
mission or accelerate timeline before air defense reorganizes
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3. SEAD Strike: F-35 or F-22 conducting cap executes emergency Suppression of 
Enemy Air Defenses (SEAD) against identified SAM sites

4. Chaff/Flare Corridor: Helicopters deploy maximum countermeasures while 
executing evasive routing to target or extraction point

Fallback Bravo: Discombobulator Failure Protocol
Trigger: HPM system malfunction, target has countermeasures, or weapon ineffective

Contingency Options

1. Conventional Assault: Delta Force executes standard dynamic entry with flash-
bangs, tear gas, and lethal force as required

2. Chemical Option: Deploy CS gas or other riot control agents to disorient defenders 
(legally grey area)

3. Thermobaric Strike: MH-6 Little Birds deliver thermobaric rockets into compound 
to neutralize defenders before entry

4. Sniper Overwatch: MH-6 snipers eliminate visible defenders from hover positions

Fallback Charlie: Helicopter Loss Protocol
Trigger: One or more helicopters shot down during approach or extraction

Personnel Recovery Options

1. Immediate Recovery: Remaining helicopters execute emergency landing to recover 
survivors under fire

2. Combat Search and Rescue (CSAR): Dedicated CSAR helicopter (MH-60) extracts 
downed aircrew while attack helicopters provide suppressive fire

3. Ground Exfiltration: Survivors move to pre-designated RV points for extraction or 
escape across border

4. Close Air Support: F-35 or F/A-18 provides continuous CAS to protect survivors 
until recovery

5. Destruction Order: If capture imminent, F-35 destroys downed helicopter and 
sensitive equipment with precision munitions

Fallback Delta: Complete Mission Abort
Trigger: Intelligence indicates ambush, overwhelming defenses, or unacceptable risk

Abort Execution

• All assets execute immediate extraction routing
• Fighter escort provides defensive cap during withdrawal
• Deception operation launched (decoy flights, cyber false flags)
• Mission rescheduled with modified approach vectors and timing

Fallback Echo: High-Value Target Escape Protocol
Trigger: Maduro not at target location or escapes during operation
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Pursuit Options

1. Drone Surveillance: RQ-170 and MQ-9 drones maintain continuous surveillance of 
all exit routes

2. Roadblock Interdiction: Pre-positioned teams or air strikes interdict identified 
escape vehicles

3. Secondary Target Raid: If Maduro relocates to known backup location, assault force
redirects

4. Border Monitoring: Colombian and Brazilian border crossings monitored; 
interception if escape attempt detected

5. Intelligence Exploitation: Compound raided for intelligence on Maduro's network 
and future location

PART III: OPERATIONAL LESSONS

For the Attacker (U.S.)
1. Redundancy is Critical: Multiple EW assets, multiple Discombobulator platforms, 

multiple extraction routes
2. Speed Trumps Stealth: Minimize time in vulnerable helicopter phase; 

Discombobulator's value is in reducing ground time
3. Plan for Failure: CSAR assets must be airborne; abort criteria must be pre-defined; 

decision authority clear
4. Disperse Risk: Consider splitting force across multiple approach routes and aircraft 

types
5. Contingency Weapons: Have backup incapacitation methods if Discombobulator 

fails

For the Defender (Venezuela/Iran)
• Passive Detection: Invest in systems that cannot be jammed (optical, acoustic, 

passive radar)
• EM Shielding: Key personnel should have access to RF-protective equipment
• Saturation Defense: Disperse MANPADS and mobile SAMs; make suppression 

impossible
• Intelligence Warning: Cultivate human sources in adversary command structure
• Deception: Maintain multiple suspected locations for high-value targets

Conclusion
Operation Absolute Resolve succeeded because it exploited the defender's lack of preparation
and warning. A prepared defender with equivalent technology, advanced warning, and 
layered defenses could transform the operation into a catastrophic failure for U.S. forces. The
mass casualty potential of helicopter-based special operations underscores the critical 
importance of electronic warfare superiority and the value of non-kinetic weapons like the 
Discombobulator in reducing exposure time.
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For Iran, currently facing potential U.S. military action, these lessons are directly applicable. 
Investment in passive detection networks, electromagnetic shielding for key personnel, 
layered air defenses with optical guidance backup, and human intelligence networks would 
significantly increase the risk calculus for any future U.S. helicopter assault operation.

The Discombobulator changes the equation by potentially reducing ground engagement time 
from minutes to seconds, but it is not a magic bullet. A prepared defender with RF shielding, 
early warning, and layered defenses could still inflict catastrophic losses on a helicopter 
assault force. The weapon's value lies in its ability to create tactical surprise against 
unprepared defenders—a capability that diminishes rapidly as adversaries adapt.
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